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4.07 VPN

4.07 VPN

Hinweise of the UniRZ Smartphone- and notebook consultation hour

Windows

% UNIVERSITATS
W= RECHENZENTRUM ruomwemisensce

) =

Please enter your username and passwond

GROUP e -
LISERMAME
PASSWORD

Legin

https://vpn2x.tu-ilmenau.de/ call up and log in with the university account
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UNIVERSITATS

RECHENZENTRUM e soncs

-:j) gt | Browse | UserimasS486 | Logous |

-~

N
il | Home - yConn
-J An ect Iratiate an AryConnect ceent session to prowde clent

spplcabons on your desktop with neteork scoess through
’ Web Applications - your VPN, depending on your company’s WPN configuraticn
._,J r“ $ant AryConnect and your own network access nghts. For example, an
AnyConnect ses=on might be necessary to wss Microsaft
'_ﬁJ AryConnect - DI.I['ICI'IJK of Microsoft Duthook Express 1o serd or receive
e-mai.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
TunFsg O COMmIpETErs n your Tk

* Baguiremenis
s Defore yau C

= How to Connect
o Abusys Log Dut
Requirements

T acoRES remala sendoes ower an AnyConnect chent
SESSION, Your system must have the fnln:m-ng SEtup:

& Your WP site must be in the kst of trusted skes, as
described below. [Required for Windows 7 and Vista,
highly recommendesd For all,)

s The chent apphcations must be instaled locally on your
system.

* The aperating system must be Maroseft Windows 7,
Windows Vista, Windows XPF 5P1 or 5F2, Windows
2000 SPd, Linux {R=diat Linux 9, RedHat Enterpriss
L 3, SUSE Linux 10, Slackware 11.0, or Fedars 4
ar B), or Mac 05 ¥ 10.4.

Before you Connect - Add to Trusted Sites

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.

UMIVERSITATS

RECHENZENTRUM 7w sonce

AnyConnect Sect

wnload

Download & Instal

Dowriload Cisco ArmyConnect Sacune Mobility Client and instal it on your compuber

Download for Windows

,Click on ,,Download for Windows
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B n

g CiEco AnyConnect Secure Mobility Client Setup

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard vall metall Cisco AnyComnect Secure
Mability Chant an your comgastar, Cick Hest b continug
or Cancel to ot the Setup Wizard

& Cisco AnyConnect Secure Mobility Client

@ VEN:
E | Ready o connect,

—

EISEd

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.

- — A — - -
‘-‘.' Cisco AnyConnect | vpn2x.tu-ilmenau.de

Please enter your username and password.
Group: def-ext

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

& Cisco AnyConne cure Mobility Client

(‘o VPN
p— Conmectsd to vpnlx i-imenau, de.

00:00:29

allwali
CIECE

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on ,,Disconnect”.
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Linux (KDE)

Werbndurger — Spulema nslelunges

@ Verbimdungen

- rrelehie

B stanten und Besnden
@ suchen

Personliche Informationen

Kakelpebundenes Ethermet = ———

i

Werbindungsname | Kabelgebundens verbindung |

BIZ1

_ £t Geeral esctednker

& Benschrichtigungen

@ Beniger TR Tmeee
K msgonaeireneiungan MT
B swerdungen Linki negatiation  lgraneren

Twlciorie MAC-Ad o

' ugangshiten

K Benincer-Feedbac

Gescivindighei

W, WDE-PrssurpEcher Dugdix
& onlineZugings

Netowerk

& Fratelungen

Hardware

T tingatagerate

L e und Meniger

|

B wukmedia

[+] Inergeanvaiung

@ nuetcaih

= Drxcker

B *0F Connext

!| ‘Wertasimedien

Systemnerwaltung

‘ Spuleminfarmabion

# Geardens Enuslergen heramaten

Tullig

Automatisch ©

In the system settings under ,Network” / ,,Connections”, click on the “+" under the list of all
connections.

Qe Q¢ Q@ Q¢ Q <

Wahlen Sie gine Verbindungsart — Systemeinstellungen -~
Fo nr:!n-F‘nlnT-'I'III'IM| -Frotokoll (PPTF)

Pulie Connect Secure I;DFEI'II:DI'ITIEI:.[:I
EEL.JI-?'EFI.EF?E[-TIJI'II'IE'|-|.:'I'|:I[Dkﬂ" [S5TP)

'S.SH

WFN basierend auf IFsec (openswan)

WP basienand sl [Psae, [KE , IKEy

WP basierend auf IPsec (strongswan)

W kompatibel mit Cisto (wpnc)

0

Wireduard

Andere

[a

VPR-Verindung importieran

Erstellen Abbrechen

Select ,,Cisco AnyConnect (openconnect)”.
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-] Nate VarBindung fpal — By dlung o
werbindungsname:  TU Bmenau (¥PH)
Allgammaing Bratdlungen  vPN cpenconneay IR
Allgemain
VPH-Probokol:  Crsco &y onnect .

Gabeway.  vpnd tu-fmena de

CaeTertifin: B
Preay:
Beporied 05 w

Ciscn Secure Deskbop Trojaner erlauben

CED-Wrapperskript: B

Authentifiriening Ober Zertfikate
Benutzerreriifikai:

Privater Schilsset

[ FaiD fur SchiusseHPasspheiss vermenden
L Den Bemautzer daran Rinderr, unguhige Zertifikabe manuel oo akneptienen

Autrenbfizierung Ober Token

& spextern |8 Abkwechen

Enter connection name and gateway (vpn2x.tu-ilmenau.de)

-] irbndurgen — Sysleensleiungen w X
B cuchen @ Merbimdungen
- drrtelehle
B stwrten und Besnden ’ werbindurgsname: | TU Imens (4PH)
@ sucren ] Ll Al BRAHbngen  WHopencoenit | IR
. Hatelgrtundena Yerhisdung |

Personliche Informationen D = =

hrich
A& Benachrichiigungen VPN [opencannect) VEN.Protckall: | Ciscn AnmyCanne ~
@ Benunzer
E megonsieinsmsiungen . Cattewmry  vEnZ hu-imenam de
B swerdungen Ch-Tertiliest "
@ Tugangriden
K Beninzer-Feedback

[ : =

§y WDE-Proswortspeicher eparmed 05
& onineZugings | €iscn Secure Desktop Trojarer erlauten
Hetowerk CEL-Tapperkrips -]

Eirmtelungen
= auhentifizierung dher Zerifcacs

Werhirdurngen
Hardhware

Benutzerzentfikat: =]

Frivater Schillssel: B

jm | Ergutagmrale
e und Monibor ] [ FEID Pl SchlieseHPumaphrase wersenten

ey [ Dem Benutzer daran hindenn, unquiige Zerifiace marsel Tu Skeptieren
WukEmedia
santeniifizienang ober Teken
Inergemnwalbung

Nurtcath

Drucker

¥OF Connexct

mEl oo Bm|

‘Westasimedien

Systemrerwaltung

@ syieminismation

& Geandens Enuelengen hivmtaten

Now the VPN connection appears in the list of all connections
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L MNetrwerke

FL_-I Habelgebun demne l:-'erh-n-:lung 1

F verbindung rernen

.*. :I'|| [king

13:48

onect“ next to the VPN connection.

CEoMmAEEd T~
Open the ,Networks” tab and click on ,,C

VPN-Passwortdialog (openconnect) — KDE Daemon ~ =~ X

ey TU IImenau (VPN) authentifizieren

r‘il Bitte geaben Sie dat Passwart flr die VPN-Verbindung TU
Irrierau (VPN &in:

VPN-Rechner | wpna tu-ilmenau.de
B verbindung beim nachsten Mal automatisch starten

B Passwort speicham

Protokoll anzeigen

& aAbbrechen

Click on the connection icon next to the VPN gateway address.

YPN-Passwortdialog (openconnect) — KDE Daemon ~ <~ X

ey TU IImenau (VPN) authentifizieren

I"jl Bitte geben Sie das Passwort flr die VPN-Verbindung TU
Irmenau (VPN &in:

VPN-Rechner  wpnda tu-ilmenau.de *

M| Verbindung beim nachsten Mal automatisch starten

B Passwoit speidhem
& Please enter your username and password

GROUP: | def-ext w
LIS Errsnme:
Password:

~ Anmeldung

Protokoll anzeigen

& Abbrechen

Select ,def-ext” or ,def-ext-full“ and log in with the access data of the university account.
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Linux (Ghome)

T WLAN

#* h0

g2 o o » @&

®

In the system settings under ,Network” click on the ,,+“ in the ,VPN“ section

Multiprotokoll-VPN-Client | Openconnect)

Hetnwerk

Blustaoth

Erscheinungshid

Benachrichtigungen

auchen

Multitasking

Anwendungen

Datenschuts

Dnline-Kanten

Freigabe

Audio

Energie

OpenyFM

Point-to-Foint Tunneling Protocol (PFTF)

Cisco-kompatibler VPN-Client (vpnc)

Aus Dated il'l'lp-Cll'Hl‘rE"l'l

Kabelgebunden

Viertiuinden - 1000 Mbit's

VPN

Hichit eingers:hiet

Netzwark-Proxy

»Select ,,Multiprotocol VPN Client (Openconnect)
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[dentitar IPvd IPvE

Mame  TU lmenau (VPH)
Allgemein
WPN-Protokall  Cisco AnyConnect oder OpenConnect =
Gateway vpnZx.iu-dmenau.de
CA cestificate  (Kefime) [&
Proxy
Sicherheitsscanner-Trojaner erlauben (C50)
Trojaner-CS0-Wrapper-Skrpt
Ermitteltes Batriebidyitem
Lertifikat-Legitimierung

User certificate  (keiine) [2

FSID for Schiisse|kenmvwort verwenden

Den Benutzer daran hindern, manuell ungiltige Zertifikate zu akzeptieren

Legitimierung iber Software-Token

Token-Modes  Deaktiviert -

Enter connection name and gateway (vpn2x.tu-ilmenau.de)
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T WLAN
Kabelgebunden

Verbunden - 1000 Mbit's (:;: ]

o

Netzwerk

wr

Blustaoth

Erscheinungshid VPN

Benachmchisgungen TU limenau [VFH) Fo]

Suchen

Netzwark-Proxy tod

@ L2 @ &

Multitasking

Anwendungen >

Datenschutz >

®

Online-Kanten
wy Freigabe
<  sudio

& Energie

Now the VPN connection appears in the list

Kabelgebunden verbunden
WLAN nicht verbunden
VPN ausgeschaltet
Verbinden

VPN-Einstellungen

E||1~_17_-._-I||._|r'|qt_*r1

Ausschalten f Abmelden

Click on the top right, open the section ,VPN switched off“ and click on ,,Connect”.
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Select , def-ext” or ,def-ext-full” and log in with the access data of the university account.

MacOS

% UNIVERSITATS
W= RECHENZENTRUM rumwemsensce

i‘_" Lagir

Pleases enler pour USSTMame arad password

GROUP [ e as] -
LISERMAME
PASSWORD

Lesgin

https://vpn2x.tu-ilmenau.de/ call up and log in with the university account
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UNIVERSITATS

RECHENZENTRUM s

-:j) gt | Browse | UserimasS486 | Logous |

-~

N
# ) Homs - AnyConnect
-J Iratiate an AryConnect ceent session to prowde clent
spplcabons on your desktop with neteork scoess through

’ Web Applications - your VPN, depending on your company’s WPN configuraticn

._,J r“ $ant AryConnect and your own network access nghts. For example, an
AnyConnect ses=on might be necessary to wss Microsaft

'_BJ AryConnect - DI.I['ICI'IJK of Microsoft Duthook Express 1o serd or receive
e-mai.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
TunFsg O COMmIpETErs n your Tk

* Baguiremenis
s Defore yau C

= How to Connect
o Abusys Log Dut
Requirements

T acoRES remala sendoes ower an AnyConnect chent
SESSION, Your system must have the fnln:m-ng SEtup:

& Your WP site must be in the kst of trusted skes, as
described below. [Required for Windows 7 and Vista,
highly recommendesd For all,)

s The chent apphcations must be instaled locally on your
system.

* The aperating system must be Maroseft Windows 7,
Windows Vista, Windows XPF 5P1 or 5F2, Windows
2000 SPd, Linux {R=diat Linux 9, RedHat Enterpriss
L 3, SUSE Linux 10, Slackware 11.0, or Fedars 4
ar B), or Mac 05 ¥ 10.4.

Before you Connect - Add to Trusted Sites

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.

UMIVERSITATS

RECHENZENTRUM 7w sonce

AnyConnect Sect

4 ownload

Download & Instal

Dowriload Cisco ArmyConnect Sacune Mobility Client and instal it on your compuber

Download for Windows

,Click on ,,Download for macOS
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& L AnyConnect VPN 4.90.05911

ATRERESET -
mascns-d. 10,0, enky-kE. pka

Open the downloaded DMG file and click on the PKG file there.

L ] W AnyConnect Secure Mobility Clisnt® installisron
‘Willkoememen bel: AnyConnect Sacure Mabllity Cliert

* Eifliwang Du wirst durch alle Schritte geflhrt, die flr dia Installation
diaser Softwara arforderdich sind

atfian )i
CISCO

Fortfahren

Follow the instructions in the installation programme (accept licence conditions).

https://www.erstigui.de/
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Benachrichtigung des Cisco AnyConnect Secure Mobility-Ch

’ﬁ. Aufmerksamkeit

AnyConnect-Systemerweiterung blockiert:

Fidr Ihr System mikssen Sie die Cisco AnyConnect-
Systemerseiterung aktivieren, um den wellen Umfang der
AnyConnect-Funktionen nutzen zu kinnen, Einige AnyConnect-
Funktionen funktionieren erst dann ordmngsgemial, wenn sie

Bitte erlauben Sle die Systemerseiterung "Clsco AnyConnect
Sacket Filter" in den Systemeinstellungen -> Sicherheits- und
Datenschutzbereich. Und bitte erlauben Sie nachfolgende
Eingabeauflorderungen d h

- e By

Garas  Fiemms  Fayes  Peany

g e b b i B e e,
L L -
S e g g

titfnen Sie die Einstellungen

This window should appear during the installation. Click there on ,Open the settings”.

L N ] Datenschutz & Sicherheit

QL Suchen a Analyse & Verbesserungen

E Eantrallzeninurm
B siri & spotiight

§ Datenschutz & Sicherheit

B schreibtiseh & Dock

2 nppie-werbung

Sicherheit
Apps erlauben, die geladen wurden von

E3 Displays Ao §

(.. Himergrundbild D App Store und verifizierten Entwicklern

= Bildschirmschaner
Laden dar Systemsoftware des Programms Cisco AnyConnect Socket Filter™

L) Energie sparen

B} sperbildschim
) anmeldepazswan
E Benutzersinnen & Gruppen

i Passwirter
Intermetaceounts
W Game Center

(=] Tastatur

L) maus

(=) Drucker & Scanner

wurde blockier.
Erlauben
Fileviault Aktivigren ..
FileVault sichert dis Daten auf deiner Festplatie durch sutomatsches
“erschiGsseln des inhalts.
ACHTUMG: Du berdiicgs) dein Anmaldepasawan cder einen Wisderhsratelungaichliisel, un aul

deine Datan ¥
mulematisch genarien. Wenm du sowahl das Passwert ale such der Wisderharstellungsachlssl
vergmal, sind die Daten verlaren

sgreiten, Der Wisderharstallungsachlinsel wind bei der Konlig

FileVault ist fur die Festplatte  Macintosh HD® deaktrsiert.

Blockisrungsmodus Abtiviaran ..

D Blockierungsmodus st sine sxtreme, opticnals Schuzmadnahmes,

die nur angewendet werden sollbe, wern du armimmst, von einem
failten [ f e spin WEienic =chen =i

In the system settings under ,Privacy and Security” in the field ,Loading of the system software of the
programme ,Cisco AnyConnect Socket Filter” was blocked click on , Allow".
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Darf ,Cisco AnyConnect Socket Filter”
MNetzwerkinhalte filtern?

Alle Netzwerkaktivititen auf diesem Mac
werden miglicherweise gefiltert oder
liberwacht.

i

Then confirm in the window that appears

] w AnyConnect Secure Mobility Client” installieren

Installation erfalgraich abgeschloasan

Einfihinung

Lizenz
Ziahva s
auswahlen

Installatioraiyp . . .
M- Die Installation war erfolgreich,

# Tusammenfassung Dia Softwara wurda irstalliar

vl ],
CISCO

Exit the installation programme

T ) AnyConnect NN
Sacure Mability Client CISCo

1 VIPN:
irei Ready to connect

— vand.tu-iimenau.de B connact

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.
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Cisco AnyConnect | vpr2s.tu-ilmenau.de

a Please emler your username and password.

e Group:  def-ext a
Lisarnamas:; ]
Password:

carcel (D

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

Cisco AnyConnedt | vprZa.tu-ilmenau.de

a Please gnler your usermame and password.

e Group:  def-ex a
e )
Password:

et QD

The connection is now established

& Mo. 18, Sept. 23:10

Disconnect

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on , Disconnect”.

Android
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1340 @ LIS O R
€ Q i

AnyConnect

Cizco Systems, Inc

LUSK: all
ages o

Install

e =

About this app 4

For Android 4.0+ and later devices, Connect to
your netwaork with AnyConnect

Business

4 ] [ |
The Cisco AnyConnect app

(https://play.google.com/store/apps/details?id<ignore>=com.cisco.anyconnect.vpn.android.avf</igno

re>) install
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AnyConnect

By clicking accept or using the Cisco
Technology, you agree that such use is
govermed by the Cisco Engl User License
ment and the applicable Product
ific Terms (collec the "EULA™). You

I you do not have authority to bind your
company and its affiliates, or if you do not
jith the terms of the ELILA, do not
ept’ and do not use the Cisco Tech
nology. If you are a Cisco channel partner
accepting on behalf of an end customer
Ceustamert), you rmust inform the customer
e EUILA app to customer's use
so Technology and provide the

customer with access 1o all relevant terms

CAMNCEL

Accept conditions and permissions

Cisco AnyConnect

AnyConnect requires access to
information about your daviee, such
as its IMEL, which will be shared with
your [T administrator,

On the following screen, you will
be asked to grant permission
for AnyConnect to gather this
information.

AnyConnect will mot make or
manage phone calls,
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1342 @ = 3:43 LU= R

AnyConnect Advanced Preferences

i VIRTUAL PRIVATE NETWORK wew Add New VPN Connection

AnyConnact VPN

Disconnected

Connections
Na connection

NI
CISCO

Click on ,,Connections” and then on ,Add New VPN Connection”.
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1342 B O OWd'4 8 1343 B LI O R
Connection Editor Connection Editor
Description Description
Mot Set (Dptional) TU lrmenau [VIPN)
Server Address Server Address
Mot St vpnZutw-ilmenaw.de
Advanced Preferences Advanced Preferences
Change advanced certificate and protocal settings Change advanced certificate and protocol settings
CANCEL DONE CANCEL DONE

Enter a title for the connection by clicking on ,,Description” and the VPN server address vpn2x.tu-

ilmenau.de under ,Server Address”.
13:44 @ b SWA 48 1344 @ 0 S v d s 1344 & 0 S Wd 4

AnyConnect

i VIRTUAL PRIVATE NETWORK

AnyConnact VEN
Disconnected
AnyConnect
Connections Please enter your username and password. Connection request
U limenau [WPN) Growp

def-ext -
Lzername;

AnyConnect wants to set up a
VPN connection that allows it
to monitor network traffic. Only
accept if you trust the source.

O zppears at the top of your
screen when VPN is active.

[ show password

CANCEL

0K

CANCEL  COMMECT
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Click on the button to establish the connection, select ,def-ext” or , def-ext-full“ and log in with the
access data of the university account.

10S

Cisco Secure Client

. WEN-Verbindung hinzufiigan...

Verbincdungen Keing Werbindungen

Details

EBnstellurgen
Diagnoss

Uber

Click on ,,Connections” and then on ,,Add VPN connection ...".
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OU4d Sonnisg 1. Jan

Baschreibung
Serveradresce

Erweitert

Enter a title for the connection under ,Description” and the VPN server address vpn2x.tu-ilmenau.de
under ,Server address”. Then click on ,Save*.

AnyCannect-VPN
Verhindungen

WPN-Varbindung hinsullgen....
Details

Einztellungen
Diagnoss

Uber

Click on the ,,AnyConnect-VPN“ button to establish the connection.
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Ord41 Sonskag 73, Jem

Banutzername:

EeEnrresart:

Select , def-ext” or ,def-ext-full“, enter the access data of the university account and click on
~Connect”.
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