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https://vpn2x.tu-ilmenau.de/ call up and log in with the university account


https://intranet.tu-ilmenau.de/site/unirz/SitePages/TUILM-VPN.aspx
https://intranet.tu-ilmenau.de/site/unirz/SitePages/TUILM-Smartphone-Notebook-Sprechstunde.aspx
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# ) Homs - AnyConnect
Iratiate an AryConnect ceent session to prowde clent

spplcabons on your desktop with neteork scoess through

'!J Web Applications - ,‘ your VPN, depending on your company’s WPN configuraticn
$ant AryConnect and your own network access nghts. For example, an
AnyConnect ses=on might be necessary to wss Microsaft
F-ﬁJ AmConnect - Dutkaak o Micrasoft Cuthook Express (o send or receive
e-mai.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
TUMNR Of COMPETEs in pour nerwonk:

Ll Egg. Femens
« Before yvou Connect - Add to Trusted Stes
= How to Connect
» Abways Log Dut
Requirements

T A00EES Femdale services aver an AnyConnect chent
sesman, your system must have the following setup:

& Your WP site must be in the kst of trusted skes, as
described below. [Required for Windows 7 and Vista,
highly recommendesd For all,)

s The chent apphcaticns must be instaled locally on your
system.

= The gperating svatem must be Marosclt Windows 7,
Windows Vista, Windows XPF 5P1 or 5F2, Windows
2000 SPd, Linux {R=diat Linux 9, RedHat Enterpriss
L 3, SUSE Linux 10, Slackware 11.0, or Fedars 4
ar B), or Mac 05 ¥ 10.4.

Before you Connect - Add to Trusted Sites

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.
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Download & Instal

Dowriload Cisco ArmyConnect Sacune Mobility Client and instal it on your compuber

Download for Windows

,Click on ,,Download for Windows
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iz Cimeo AnyConnect Secure Mobility Cliemt Setup

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard vall metall Cisco AnyComnect Secure
Mability Chant an your comgastar, Cick Hest b continug
or Cancel to ot the Setup Wizard

& Cisco AnyConnect Secure Mobility Client

r‘ @ VPN:
t — Ready o connect,

—
P2 -

EISEd

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.

- — A — - -
‘-"'.' Cisco AnyConnect | vpn2x.tu-ilmenau.de

Please enter your username and password.
Group: def-ext

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

& Cisco AnyConne cure Mobility Client

(‘9 VPN

. Conmectad to vpnds Li-imenau.de.

00:00:29

allwali
CIECE

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on ,,Disconnect”.
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In the system settings under ,Network” / ,,Connections”, click on the “+" under the list of all
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@ Verbindungen

Kabelpebundenss Echernet

Wirbmdurger — Sysleranslalueges

Werbindungsname | Kabelgebundens verbindung |

I P —— 4 —

B3zl

darf Gerat beschrsnken
Geklonie MAC-Adnevss= -
MTLE
Linki negatiation:  lgronieren
Gescivmindighein

Duglix

B  wshlen Sie eine Verbindungsart — Systemeinstellungan « &

55H

Qe Q¢ Q@ Q¢ Q <

'o Wireduard

Andere

Foant-to-Point-Tunnel-Protokoll (PFTF)
Ralit PPTP-VPH-Sarwm von Moroso

it dem S5H-Server kompat

Pulie Connect Secure (openconnect)

Kornpatined mit Pulse Connect Seouns 551 WP

Secure-Sockel-Tunnel-Protokodl (S5TH)

Mt SETP-%FM-Sarvern von Microsodft und anderen koempatibe

WFN basierend auf IFsec (openswan)

WP basierand aul IPsa, [KEw, IKE2

WP basierend auf IPsec (strongswan)
1 sl IPsec, IKEw1, IKESZ

W kompatibel mit Cisto (wpnc)

Mt werscheadanan suf IPse: b

areriden WPM-Cataways wor

I_cj WPN-Verbandung importiersn .

Eirwicheu ngsdats

Erstellen

Abbrechen

Select ,,Cisco AnyConnect (openconnect)”.
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Now the VPN connection appears in the list of all connections
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onect“ next to the VPN connection.

CEoMmAEEd T~
Open the ,Networks” tab and click on ,,C

VPN-Passwortdialog (openconnect) — KDE Daemon ~ =~ X

ey TU IImenau (VPN) authentifizieren

r‘il Bitte geaben Sie dat Passwart flr die VPN-Verbindung TU
Irrierau (VPN &in:

VPN-Rechner | wpna tu-ilmenau.de
B verbindung beim nachsten Mal automatisch starten

B Passwort speicham

Protokoll anzeigen

& aAbbrechen

Click on the connection icon next to the VPN gateway address.

YPN-Passwortdialog (openconnect) — KDE Daemon ~ <~ X

ey TU IImenau (VPN) authentifizieren

I"jl Bitte geben Sie das Passwort flr die VPN-Verbindung TU
Irmenau (VPN &in:

VPN-Rechner  wpnda tu-ilmenau.de *
M| Verbindung beim nachsten Mal automatisch starten
B Passwart spelchem

& Please enter your username and password

GROUP: | def-ext w
LIS Errsnme:
Password:

~ Anmeldung
Protokoll anzeigen

& Abbrechen

Select ,def-ext” or ,def-ext-full“ and log in with the access data of the university account.
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In the system settings under ,Network” click on the ,,+“ in the ,VPN“ section

Multiprotokoll-VPN-Client | Openconnect)

OpenvPM
Point-to-Point Tunneling Protocol (PFTF)

Cisco-kompatibler VPN-Client (vpnc)

Aus Dated il'l'er!IHII."rE"I'I

»Select ,,Multiprotocol VPN Client (Openconnect)
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Abbrechen VPN hinzufigen

Identitar 1Pwd IPw6

Name  TU Hrmenau (VPN)
Allgemein
WPN-Protokall  Cisco AnyConnect oder OpenConnect
Gateway vpnZxtu-iimenau.de
CA certificate  (keine) [&
Prouy
Sicherhestsscanner-Trojaner erlauben (C50)
Trojaner-CS0-Wrapper-Skrpt

Ermitteltes Batriebidyitem

Lertifikat-Legitimierung
User certificate  (keiine) [2
Liser private key  (keina) A

F5ID fior Schhisselkennwort verwenden
Den Benutzer daran hindern, manuell ungiltige Zertifikate zu akzeptieren
Legitimierung iber Software-Token

Tokenodus  Deaktiviert -

Token-Geheimnis

Enter connection name and gateway (vpn2x.tu-ilmenau.de)
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Now the VPN connection appears in the list
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Click on the top right, open the section ,VPN switched off“ and click on ,,Connect”.


https://www.erstigui.de/_detail/dienste/vpn-gnome4.png?id=en%3Adienste%3Avpn
https://www.erstigui.de/_detail/dienste/vpn-gnome5.png?id=en%3Adienste%3Avpn

Select , def-ext” or ,def-ext-full” and log in with the access data of the university account.
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https://vpn2x.tu-ilmenau.de/ call up and log in with the university account


https://www.erstigui.de/_detail/dienste/vpn-gnome6.png?id=en%3Adienste%3Avpn
https://www.erstigui.de/_detail/vpn-windows1.png?id=en%3Adienste%3Avpn
https://vpn2x.tu-ilmenau.de/

UNIVERSITATS

RECHENZENTRUM s

'_j} hig | Browss UsermaseS485 | Legous |

-~

Iratiate an AryConnect ceent session to prowde clent
spplcabons on your desktop with neteork scoess through
'!J Web Applications - ,‘ your VPN, depending on your company’s WPN configuraticn
$ant AryCannect and your own network access nghts. For example, an
- AnyConnect ses=on might be necessary to wss Microsaft
'_3_) AmConnect - DI.IL'U'IJK of Microsoft Duthook Express 1o serd or receive
e-mai.

The following instructions describe how you can use your
browser to get remote access to Microsoft Terminal Services
TunFsg O COMmIpETErs n your Tk

Ll Egg. Femens
« Before yvou Connect - Add to Trusted Stes
= How to Connect
» Abveays Log Outl
Requirements

T acoRES remala sendoes ower an AnyConnect chent
sesman, your system must have the following setup:

& Your WP site must be in the kst of trusted skes, as
described below. [Required for Windows 7 and Vista,
highly recommendesd For all,)

s The chent apphcaticns must be instaled locally on your
system.

= The gperating svatem must be Marosclt Windows 7,
Windows Vista, Windows XPF 5P1 or 5F2, Windows
2000 SPd, Linux {R=diat Linux 9, RedHat Enterpriss
L 3, SUSE Linux 10, Slackware 11.0, or Fedars 4
ar B), or Mac 05 ¥ 10.4.

Before you Connect - Add to Trusted Sites

Click on ,,AnyConnect” on the left and then on ,Start AnyConnect”.
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AnyConnect Secu

a vnload

Download & Instal

Dowriload Cisco ArmyConnect Sacune Mobility Client and instal it on your compuber

Download for Windows

,Click on ,,Download for macOS
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. & [ anyConnect VPN 4.10.05111

-

O -

macos-4. 100 sploy-kB.pka

Open the downloaded DMG file and click on the PKG file there.

[ ] W AnyConnect Securs Mobility Clisnt® installisren
‘Willkememan bal: AnyConnect Secure Mabllity Client

* Emfilbrung Du wirst durch alla Schritte geflhrt, die flr die Installation
diaser Softwara arforderdich sind

atfvar]ns
CISCO

Fortfahren

Follow the instructions in the installation programme (accept licence conditions).
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Benachrichtigung des Cisco AnyConnect Secure Mobility-Ch ...

Aufmerksamkeit

D

AnyConnect-Systemerweiterung blockiert:

Fr lhr System missen She die Cisco AnyConnect-
Systemenseiterung aktivieren, um den vollen Umfang der
AnyConnect-Funktionen nutzen zu kinnen, Einige AnyConnect-
Funktionen funktionieren erst dann ordmngsgemial, wenn sie

Bitte erlauben Sle die Systemerseiterung "Clsco AnyConnect
Sacket Filter" in den Systemeinstellungen -> Sicherheits- und
Datenschutzbereich. Und bitte erlauben Sie nachfolgende
Eingabeaullorderungen danach,

- I decwrrn b Beivwcy

Garas  Fiemms  Fayes  Peany

e -
L L -
i b g

S e st
I
Oy s o raran e

e, e b i g ¥ s ey Sy b v S|
o Pt e by

titfnen Sie die Einstellungen

This window should appear during the installation. Click there on ,Open the settings”.

L N ] Datenschutz & Sicherheit

Q. Suchen
a Analyse & Verbesserungen
E. Kantrallzentrurm

TN [ spple-werbung

§ Datenschutz & Sicherheit

Sicherheit
B schreibtiseh & Dock

Apps erlauben, die geladen wurden von
a [t ] App Stora

(.. Hintergrundbild
|| Bildschirmschaner

ﬂ Energie sparen

B} sperbildschim
) anmeldepasswart

[ Berutzerinnen & Gruppen

ﬂ Passwirter
[ Internetaccounts

W Game Center

E Tastatur
) maus

D Drucker & Scanner

O App Store und verifiziarten Entwicklenn

Laden dar Systemsoftware des Programms Cisco AnyConnect Socket Filter™
wurde blackiert.

Erlauben

Fileault Aktivieren ...
FileVault sichert dis Daten auf deiner Festplatie durch sutomatsches
Werschilsseln des inhalis.

ACHTUMG: Du berdiicgs) dein Anmaldepasawan cder einen Wisderhsratelungaichliisel, un aul
daine Daten purugreilen. Der Wisderharstellungsachlisss) wird bei dar Konliguaration
sutamalisch genarien. Wenn du sowohl das Passwort ale such den Wisderherstellungsachlissel
vergmal, sind die Daten verloren,

FileVault ist fur die Festplatte  Macintosh HD® deaktrsiert.

Blockisrungsmadus Abktiviaren ..

Do Blockierungsmodus ist eine sxtreme, cpticnake Schulzmanahmes,
die nur angewendet werden sollbe, wern du armimmst, von einem

In the system settings under ,,Privacy and Security” in the field ,,Loading of the system software of the
programme ,Cisco AnyConnect Socket Filter” was blocked click on , Allow".
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Darf ,Cisco AnyConnect Socket Filter”
Netzwerkinhalte filtern?

Alle Netzwerkaktivititen auf diesem Mac
werden miglicherweise gefiltert oder
liberwacht.

Erlauben Micht erlauban

Then confirm in the window that appears

] W JAnyConnect Secure Mobility Client” installieren 8

Ingtallation erfalgraich abgeschlossan

Einfihinung

Lizenz
Ziahwalurrss
© uswihlen

Installatioraiyp

i Die Installation war erfolgreich.

® Tusammenfassung Dig Seftwars wurde installiart,

vl ],
CISCO

Exit the installation programme

L ] L ] AnyConnect rlll-llh

g VPN
\
ﬁ Raady to connect.
[ wonZ tu-iimenau.dd E_ Cannact

Open the ,,Cisco AnyConnect Secure Mobility Client” program that has now been installed,
https://vpn2x.tu-ilmenau.de enter the server address and click on ,Connect”.
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Cisco AnyConnect | vpr2s.tu-ilmenau.de

a Please emler your username and password.

e Group:  def-ext a
Usarnama; [ ]
Password:

carcel (D

Select ,def-ext” or ,def-ext-full“ and log in with your university account.

Cisco AnyConnedt | vprZa.tu-ilmenau.de

a Please gnler your usermame and password.

e Group:  def-ex a
s )
Password:

et QD

The connection is now established

& Mo. 18, Sept. 23:10

Disconnect

In the system section of the control bar, the Cisco AnyConnect icon can be clicked and the connection
can be disconnected by clicking on , Disconnect”.

Android
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- AnyConnect

@ Cizco Systems, Inc

4.2% 1M«

12K reviews Downloads

1]
LISK: all
ages o

Install

About this app >

For Android 4.0+ and later devices, Connect to
your netwaork with AnyConnect

Business

.| () [

The Cisco AnyConnect app
(https://play.google.com/store/apps/details?id<ignore>=com.cisco.anyconnect.vpn.android.avf</igno
re>) install
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AnyConnect

By clicking accept or using the Cisco
Technology, you agree that such use is
govermed by the Cisco Engl User License
Agreement and the applicable Product
Specific Terms (collectively, the "EULA™). You

veledge and e That you have
read the Cisco Privacy Statement

I you do not have authority to bind your
ny and its afhliates, or if you do not
vith the terms of the ELILA, ot

click "acoepl” and do not use th

nology. If you are a Cisco cha

accepting on behalf of an end customer

("eu ar), ¥

that the ELIL £
f so Technology and provide the
with access 1o all relevant terms

CAMNCEL

Accept conditions and permissions

Cisco AnyConnect

AnyConnect requires access to
information about your daviee, such
as its IMEL, which will be shared with
your [T administrator,

On the following screen, you will
be asked to grant permission
for AnyConnect to gather this
information.

AnyConnect will mot make or
manage phone calls,
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AnyConnect Advanced Preferences

i VIRTUAL PRIVATE NETWORK wew Add New VPN Connection

AnyConnact VPN

Disconnected

Connections
Na connection

CISCO

Click on ,,Connections” and then on ,Add New VPN Connection”.
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Connection Editor Connection Editor
Description Description
Mot Set (Dptional) TU lrmenau (VPN
Server Address Server Address
Mot Set vpnZutw-ilmenaw.de
Advanced Preferences Advanced Preferences
Change advanced certificate and protocal settings Change advanced certificate and protocol settings
CANCEL DONE CANCEL DONE

Enter a title for the connection by clicking on ,,Description” and the VPN server address vpn2x.tu-

ilmenau.de under ,Server Address”.
13:44 @ b SWA 48 1344 @ 0 S v d s 1344 & 0 i OWd 42

AnyConnect

i VIRTUAL PRIVATE NETWORK

AnyConnact VEN

Disconnected

AnyConnect

Connections
U limenau [VEN)

Pleaze enter your usermname and password.
Group

def-axt -
Username;

Connection request

AnyConnect wants to set up a
VPN connection that allows it
to monitor network traffic. Only
accept if you trust the source.

Password

O zppears at the top of your
screen when VPN is active.

[ show password

CANCEL 0K

CANCEL  COMMECT
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|u

Click on the button to establish the connection, select ,def-ext” or , def-ext-full“ and log in with the

access data of the university account.

10S
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The Cisco Secure Client app (https://apps.apple.com/de/app/cisco-secure-client/id1135064690) install

AnyConnect-VEN WPM-Yearbindung hinoufigan...
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Details

EBnstellurgen
Diagnoss

Uber

Click on ,,Connections” and then on ,,Add VPN connection ...".
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Enter a title for the connection under ,Description” and the VPN server address vpn2x.tu-ilmenau.de
under ,Server address”. Then click on ,Save*.

AnyCannect-VPN
Verhindungen

WPN-Varbindung hinsullgen....
Details

Einztellungen
Diagnoss

Uber

Click on the ,,AnyConnect-VPN“ button to establish the connection.
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Banutzername:

EeEnrresart:

Select , def-ext” or ,def-ext-full“, enter the access data of the university account and click on
~Connect”.
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